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STATE OF SOUTH DAKOTA 

• ~890,000 population, 5th smallest

• 187,000 Sioux Falls; 74,000 Rapid City; 28,388 Aberdeen

• 77,000 square miles, 17th largest 

• #1 Industry Retail + Finance + Health Care

• #2 Industry Government

• State Budget:  $4.9B ($1.7B General Funds)

• 14K FTE (including Higher Education)

• No State Income Tax

• Lake Oahe – 231 miles (Missouri River)

• Centralized I/T / statewide

• ~9,000 computers





Critical Cyber Security 

Recommendations

Backup Your Data 

• Decouple Backup

• Test Restoring It

Apply Automatic 
Updates & Patches

• Windows, Adobe, Java, 
etc.

Education & Training

• Cybersecurity

• Business Email 
Compromise

Assess & Update 
Business Applications

Evaluate Cyber 
Insurance



Threat  Actors

• Nation State funded threat actors
Advanced 

Persistence Threat

• Groups and individuals that either target or utilize opportunistic 
methods based on system vulnerabilitiesCybercriminals

• Hackers for hire; typically motivated by financial gain

• Identity theft and healthcare fraud are their main targetsCriminal Hackers

• Politically driven groups and individuals

• Utilize target or opportunistic methods with system vulnerabilitiesTerrorists

• Malcontents

• SpiesEmployees



Cybersecurity

Infrastructure





Average amount time hackers are 

in a network before being 

discovered:

206 Days
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Business Email Compromise Scams

Vendor & 
Payroll Direct 
Deposit / W9 

Payroll Direct 
Deposit

Account 
Credentials 

(Username & 
password)

Wire Transfer 
Request

Vendor 
Purchase 

Order request

Real 
Estate/Escrow 
Fund Transfer

Malware 
Delivery

Gift Cards



HR Cybersecurity Policy

● BHR Policy authorizes monthly assessments

● Repercussions for failing 
(accumulative in a 12 month rolling period)

Web Site 
Tutorial

CISO 
Notification 

& Video 
(Cc: Dept 
leader) 

Mandatory 
In-Person 

Class

Letter of 
Reprimand

Suspended 
3 days 
without 

pay

Up to & 
including 

termination

http://bhr.sd.gov/policies-forms/BHRCyberSecurityAwarenessFINAL04092019.pdf 



Email Assessment
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