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DISCLAIMER
THIS PRESENTATION IS FOR EDUCATIONAL AND INFORMATIONAL PURPOSES ONLY.  IT IS PRESENTED WITH THE UNDERSTANDING THAT 
THE PRESENTER IS NOT PROVIDING YOU WITH LEGAL, ACCOUNTING, OR OTHER PROFESSIONAL SERVICES.  IF YOU REQUIRE LEGAL 
ADVICE OR OTHER EXPERT ASSISTANCE, YOU SHOULD SEEK THE SERVICES OF A COMPETENT PROFESSIONAL.

Jim Hitchcock 
Vice President, Fraud Mitigation 
American Bankers Association

jhitchcock@aba.com

Jim serves as the association’s primary expert on fraud mitigation 
activities and programs. In this role, he identifies and tracks key 
fraud topics and trends, develops fraud prevention strategies, and 
finds opportunities to develop capabilities and partnerships that 
provide products and services to banks. Prior to joining ABA during 
June 2021, Jim was a Director in the Capital One Anti-Money 
Laundering Department serving in a Fraud Advisory role. Jim began 
his banking journey during February 2016 after a career in Federal 
law enforcement with the U.S. Department of Defense Inspector 
General (Investigations) and U.S. Secret Service. 
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• Check Fraud, Oldest Crime isn’t Going Away

• Check Liability & Recovery

• Oldest Crime Meets Newest Technology

• Synthetic Business Accounts

• What’s ABA Doing to Continue the Fight 

Session Highlights
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Good Ole CHECK FRAUD

From NYT 1920
“Do you know the methods of 
the mailbox thieves who have 
recently renewed operations 
here in New York?”
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• Effective September 30, 2025, the Federal 
government will cease issuing paper checks for all 
disbursements, including intragovernmental 
payments, benefits, vendor payments, and tax 
refunds.

• Payments made to the Federal government, such as 
fees, fines, loans, and taxes, must also be processed 
electronically where permissible under existing law.

• Exceptions will be made for people without banking 
or electronic payment access, certain emergency 
payments, certain law enforcement activities, and 
other special cases qualifying for an exception under 
the Order or other existing law.

White House Executive Order Phasing Out Treasury 
Paper Checks

ACH or CHECK?
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Auriemma Roundtable: 2Q24 Scams Payment Channel

Wire
• Scam Incident Rate – 6.35%
• Average Scam Claim – $30,357.73

Bill Pay
• Scam Incident Rate – 0.45%
• Average Scam Claim – $11,016.54

Zelle
• Scam Incident Rate – 14.40%
• Average Scam Claim – $1,892.96

Transfers
• Scam Incident Rate – 5.80%
• Average Scam Claim – $23,117.31 

Cash Withdrawal
• Scam Incident Rate – 15.70%
• Average Scam Claim – $12,381.73

Check Inclearing
• Scam Incident Rate – 20.03%
• Average Scam Claim – $35,730.17

Debit Cards
• Scam Incident Rate – 32.37%
• Average Scam Claim – $4,799.75

• Source: Auriemma Roundtables Ad Hoc Survey: “Scam Claim Tracking and Liability” – October 30, 2024
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CHECKS – Inherently Risky

• Risk: A check has weak internal security
• Check stock
• Signature
• MICR line

• Risk: Check deposit processes are subject to 
error. The true intent of the check is not 
evident until after the check has cleared and 
the client responds.

• Risk: Check funds recovery processes are 
subject to individual bank interpretations of 
the regulations and terms.
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Reg CC & Check 21 – Availability of Funds 

 Deposits (ATM / Branch) X Remote Deposit Capture (RDC)
– Regulation CC imposes funds availability requirements on checks, 

electronic payments, and cash. Checks deposited through a mobile 
device are not any of these. 

– Regulation CC's §1029.2(k)(1) defines a "check" as "a negotiable demand 
draft drawn on or payable through or at an office of a bank." 

• A picture of a check that a customer transmits to the bank using the 
customer's mobile device is not "negotiable" and therefore not a check 
under Regulation CC’s definition of the term. 

– Nor is such an item an "electronic payment" under Regulation CC, which it 
defines as "a wire transfer or an automated clearing house (ACH) credit 
transfer.“

– Banks MAY nevertheless apply their standard funds availability policy to 
such deposits.

– Fraud Exception: When we have “reasonable cause” to doubt collectability 
of a check deposited , Reg CC may allow us to delay availability of the 
funds by placing a hold on the check. Reasonable cause requires the 
existence of facts that would cause a well-grounded belief in the mind of a 
reasonable person that the check is uncollectible from the paying bank.

 Reg CC generally requires deposits to be available within 1-2 business days, but allows exceptions…

ATM

Online RDC

Tellers

Mail 
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Regulation CC – Availability of Funds

Next Day Availability (7/1/25 $275) Exceptions to Reg CC

New Accounts Account 30 days or less unless customer has 
another older account with bank

Large Deposits >= $5,525, any single banking day. Only portion 
of funds are available within timeframes

Redeposited 
Items

As long as not originally endorsed or post date 
and post date is current

Repeated 
Overdrafts

For at least 6 days in last 6 months OR a negative 
balance of $5,525 for at least 2 days over 6 
months 

Reasonable 
Doubt 

Facts that would cause a well-grounded belief in 
the mind of a reasonable person that the check is 
uncollectible.

Emergency Natural disasters, comm interruptions, a 
situation that prevents the bank from processing 
checks normally.

Banks in same 
“region”
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The Ever-Present Challenge

Altered Check : Unauthorized change in the check that modifies the obligation 
of the party, typically payee and/or amount 

Forged Endorsement : Jane’s signature was forged, the payee of the item, on 
the back of the check 

Counterfeit: a check with a forged or unauthorized drawer signature. Typically 
fabricated by compromised routing/account number

Forged Maker Signature : Sam’s signature was forged, the maker on the front of 
the check 
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Bigger Challenges 
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Fraud-As-A-Service: Drops on Drops (Mules 2.0)

New Fullz
• Name
• Address
• Bank Acct
• Seasoned Funds
• Seasoned Device

Threats
• Bypasses Device Profiling
• Bypasses Typical Mule profiling 

Solutions
• Transactional Behavior
• Fusion type Fraud Strategy
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FinCEN Trend Analysis



15



16

Corporate Headquarters – KYC / KYB?
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KYC Passed 

https://apps.dos.ny.gov/publicInquiry/#search

https://apps.dos.ny.gov/publicInquiry/#search
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EIN's are FREE- No Authentication Needed

Criminal 1: I'm ready for payment on corp. 

Criminal 2: How much 

Criminal 1: He's going to be the proud owner of 
[Entity Name] since Feb 2018; $550 includes DBA 

Criminal 2: Okay I'll go to the bank in a few 

Criminal 1: Do you have a blank EIN doc? Let's have it 
all ready so there is no question moving forward. I'll 
even give you a link to the state website so they can 
Verify everything online. 

Criminal 2: Verify what? I typically just make a new 
one and photoshop the notice date and ein

Beating KYC Over Messaging App
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Synthetic Business Fraud
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Synthetic Business Fraud
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What is ABA Doing?
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What is ABA Doing?
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Fraud attack Account 
closure

Victim Protected customers at various banks

Future State with Data Sharing: 

The first bank to identify indicators of fraud alerts the industry to help other banks 
avert losses for subsequent victims until the fraudulent account is closed.

Current State: 

A fraudster can successfully attack victims across various banks, exploiting delays 
in account closures and gaps in information sharing across the industry.

Fraud attack Victims at various banks Account 
closure

ABA Fraud Indicator eXchange
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Resources 
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Do Your Part to Combat Fraud in 2025

• Educate
– USPIS 

• https://www.uspis.gov/news/scam-article/check-washing
– ABA

• https://www.aba.com/news-research/research-analysis/fake-check-scams-infographic
– Be timely and creative with educational material to customers and employees

• Information Share
– USSS cyber-fraud center or local cyber-fraud task force

• https://www.secretservice.gov/investigation/cyber
– 314b Safe Harbor Bank-2-Bank Sharing
– Vendor information sharing solutions

• Report
– FinCEN – Suspicious Activity Reporting
– FBI IC3 https://complaint.ic3.gov/
– Postal Inspection Service Victim Reporting

• https://www.uspis.gov/report

https://www.uspis.gov/news/scam-article/check-washing
https://www.aba.com/news-research/research-analysis/fake-check-scams-infographic
https://www.secretservice.gov/investigation/cyber
https://complaint.ic3.gov/
https://www.uspis.gov/report
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ABA Information Sharing Groups

PROGRAM Meeting Cadence Description

National Best Practices 

2nd Wednesday, Monthly
This group meets monthly by conference call to examine external 
fraud with a primary focus on deposit, check, and current overall fraud 
trends. The participants discuss account fraud prevention systems and 
techniques used to mitigate risk by the participating banks.

Card Information & Debit Reg E Claims Sharing 
Group

1st Friday, Monthly This group focuses on sharing trends and emerging patterns related to 
credit/debit card authorization, fraudulent transactions, and managing 
debit issues related to Reg E.

Internal Fraud

4th Wednesday, Bi-
Monthly

The Internal Fraud Discussion Group facilitates the sharing of 
information concerning fraud monitoring and tools, along with fraud 
trends and investigation results (lessons learned) on topics such as 
embezzlement, misuse of position and mysterious disappearances by 
bank employees.
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ABA Tools & Notes

• ABA Fraud Contact Directory (ABA.COM)
– Fraud Contacts Homepage

• ABA Initiative: #BanksNeverAskThat and Practice Safe Checks Campaigns
– Oct 1, ABA and banks across the country launched a Phishing awareness 

campaign, includes attention-grabbing, humorous content aimed at empowering 
consumers to identify bogus bank communications that ask for sensitive 
information (e.g., passwords & social security numbers)

• ABA Check Fraud Toolkit
– 2024-check-fraud-toolkit-guide.pdf

• ABA Reg E Guidance 
– https://www.aba.com/banking-topics/compliance/from-the-hotline/reg-e-dispute-scam
– https://www.aba.com/banking-topics/compliance/from-the-hotline/reg-e-

unauthorized-transaction-claim

https://checkout.aba.com/communityhub/s/fraud-contacts-homepage
https://www.banksneveraskthat.com/
https://www.aba.com/-/media/documents/reference-and-guides/2024-check-fraud-toolkit-guide.pdf?rev=10468e65ae264cacac365a8cfe6aed16
https://www.aba.com/banking-topics/compliance/from-the-hotline/reg-e-dispute-scam
https://www.aba.com/banking-topics/compliance/from-the-hotline/reg-e-unauthorized-transaction-claim
https://www.aba.com/banking-topics/compliance/from-the-hotline/reg-e-unauthorized-transaction-claim
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Government Tools to Detect Check Fraud

March 2024, Notice to FIs, supports Fiscal 
Service's payment integrity efforts by 
providing FIs with additional data to prevent 
check fraud. 

• Payee name access will only be 
available through the API, cannot be 
accessed on the TCVS public website.

• Current API users can retrieve the new 
specification document on the TC VS 
website.

https://tools.usps.com/
money-orders.htm

Postal Money Orders

https://urldefense.com/v3/__https:/click.comms.frbservices.org/?qs=a86787fd602e7234df8bbbb0780a0bcbbe08985f198fda0e1f7db223984e659c156c177fbc5dbc8e7957dd814a625c6aa430803f20bae6089acb3f91194b71c5__;!!OiWDNh-9Pw!--13XtX1YH1195vGVo08ODVElWkkfEYIeLqhzHjb3mIhxCIt7LKAx8UwxTHwDU0yn-OYY841cnG9xOV0_OX9QHFxC_icJuU1YA$
https://urldefense.com/v3/__https:/click.comms.frbservices.org/?qs=a86787fd602e7234904236e0075802f8c211abef9012b9c1af5902b6e262543eb11c3c0cf7ebf86cf70690f4d722510258c1e06bfd806514ad17163c1b1ebf82__;!!OiWDNh-9Pw!--13XtX1YH1195vGVo08ODVElWkkfEYIeLqhzHjb3mIhxCIt7LKAx8UwxTHwDU0yn-OYY841cnG9xOV0_OX9QHFxC_goCZaTkQ$
https://urldefense.com/v3/__https:/click.comms.frbservices.org/?qs=a86787fd602e7234904236e0075802f8c211abef9012b9c1af5902b6e262543eb11c3c0cf7ebf86cf70690f4d722510258c1e06bfd806514ad17163c1b1ebf82__;!!OiWDNh-9Pw!--13XtX1YH1195vGVo08ODVElWkkfEYIeLqhzHjb3mIhxCIt7LKAx8UwxTHwDU0yn-OYY841cnG9xOV0_OX9QHFxC_goCZaTkQ$
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ABA & USPIS Partnership 
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