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® 14K FTE (incluc

® No State Income Tax

* Lake Oahe — 231 miles (Missouri River)




STATE CIO TOP 10 PRIORITIES

2019 Strategies, Management & Process Solutions

Security and Risk Management
governance; budget and resource requirements; security frameworks; data
. Protection; training and awareness; insider threats; third party security practices as

outsourcing increases
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Advanced
Persistence Threat

Cybercriminals

Criminal Hackers

Terrorists

Employees

* Nation State funded threat actors

* Groups and individuals that either target or utilize opportunistic
methods based on system vulnerabilities

* Hackers for hire; typically motivated by financial gain
* Identity theft and healthcare fraud are their main targets

* Politically driven groups and individuals

* Utilize target or opportunistic methods with system vulnerabilities

* Malcontents
* Spies
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i Why
CYBERSECURITY
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Federal Parent Locator
Services
Social Security Administration

National Security Agency
FBI




In a network before being
discovered:




Since 2010, CISOs have been challenged by insufficient funding and
cyber talent availability

identify the top barriers that your state faces in addressing cybersecurity challenges
(top three per study).

2010 2012 2014 2016 2018
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Lack of Lack of Lack of Lack of Lack of sufficient
sufficient sufficient sufficient sufficient cybersecurity
funding funding funding funding budget
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Increasing Increasing Increasing Inadequate Inadequate
sophistication sophistication sophistication availability of cybersecurity
of threats of threats of threats professionals staffing
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Inadequate Inadequate Inadequate Increasing Increasing
availability of availability of availability of sophistication of sophistication
SeCurity professionals professionals threats and lack of threats
professionals of documented

processes

Source: 2010 through 2018 Deloitte-NASCID Cybersecurity Studies.
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Vendor Real

Purchase Estate/Escrow
Order request Fund Transfer

Date:

FROM: Vendor

TO: Purchasing@<state>.gov
SUBJECT: Account Change

Good morning. We are in the process of changing our
accounts. Please remit payment to <new account>.

Business Email Compromise Scams

Account
Credentials Wire Transfer
(Username & Request
password)
Ml Gift Cards
elivery

State of South Dakota SEND TO THE STATE AGENCY
BFM-0001 (V03/201907) YOU SEND INVOICES

DO NOT send to IRS
Substitute W-9

Taxpayer Identification Number (TIN) Verification
Print or Type

Please see attachment or reverse for complete instructions.
This form can be made available in alternative formats to qualified individuals upon request.

Optional Direct Deposit Information
Your Bank Account Number ] checking Name on Bank Account
THIS IS A

[] new direct deposit ] change of existing (providing old banking information required to change existiny
Old Bank Account Number 0ld Routina Number (9-diait ABA #)



Clso Mandator Suspended
Web Site  Notification Y Letter of 3 days
& Video In-Person . .
Reprimand without

Up to &
including
termination

Tutorial (Cc: Dept
leader) pay

1 2 3 4 5 6

Class




>lowing down isn'’t
just for children

When reading through
your email, STOP and
THINK before you click

O




< \NNorid Wide Web

Deep Web =p-

| Dark Web j

Al )7



T — — e —

CRYSTAL METH 7gram COKE From PERU 93%, 7 gram, COKE From PERU 93%, 3 gram Crystal Meth - 2g
FINALIZE EARLY

B1.61 (suv ] 1237 BUY
| SHOW STIMULANTS CATEGORY
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LSD Anonymous 140ug, 50 blotters 10Z Super Stong Mushrooms 1oz Cubensis Mushrooms I SPECIAL OFFER 1oz DRY PSILOCYBIN
CUBENSIS SHROOMS!

B 1.1 B3 8059 B 0.61 B 0.42 ™







